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D        Dear Client:

Many in the industry have watched with concern the increasing numbers of criminal prosecutions of 

healthcare executives for corporate fraud. Proof of Knowledge (or Participation or Intent) Not Required 

explores the Federal Government’s use of United States v. Park and the “Responsible Corporate Officer” 

doctrine to prosecute and exclude corporate healthcare executives. Given this environment and its 

serious implications for healthcare executives as well as the industry, considerations for procedures 

and compliance issues are suggested. Also provided is timely advice on how to minimize the risk of 

potential liability.

Another area of increasing risk is security breaches and how well or poorly a company responds when 

breaches happen. Forty-six states have statutes that direct what must be done when a breach occurs, 

and a company can face substantial fines for not complying with these statutes. State Security Breach 

Notification Laws gives in-depth analysis of how states have come to deal with security breaches as 

well as citations to all of these statutes. 

Our final article is a preview of things to come. The HIPAA regulations that we have been following 

for years will be changing soon. As we await the final regulations, Coming Soon: HIPAA Gets a Facelift 

will give you a glimpse into what to expect. 

Butler Snow helps clients manage the risk of human and technological failings by thinking ahead and 

by staying abreast of regulatory and other industry changes. We hope this issue of Pro Te: Solutio 

provides helpful insight into the challenges facing the industry.
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I. Introduction
Consider the following words of Chief 

Justice Warren Burger from the 1975 deci-
sion, United States v. Park, 421 U.S. 658:

 
The requirements of foresight and vigi-
lance imposed on responsible corporate 
agents are beyond question demanding, 
and perhaps onerous, but they are no 
more stringent than the public has a right 
to expect of those who voluntarily assume 
positions of authority in business enter-
prises whose services and products affect 
the health and well-being of the public 
that supports them.
 
Nearly forty years later, this commentary 

resounds in the healthcare industry. Fed-
eral agencies tasked with policing fraud and 
abuse in the healthcare industry increasingly 
are relying upon the Park “responsible cor-
porate officer” doctrine to investigate and 
impose severe criminal and civil penalties 
on healthcare industry executives. The U.S. 
Department of Health and Human Services 
Office of Inspector General (OIG) and the 
Food and Drug Administration (FDA) 

are wielding two swords in their efforts to 
address corporate fraud in healthcare: crimi-
nal prosecution and exclusion from federally 
funded healthcare programs.

 
II. An Environment Ripe with Criminal 
Prosecutions and Civil Sanctions
A. Criminal Prosecutions

On the criminal front, the federal govern-
ment has articulated its intent to pursue more 
prosecutions against healthcare executives for 
charges (including misdemeanors) under 
the federal Food, Drug, and Cosmetic Act 
(FDCA). Significantly, these “Park Doctrine” 
prosecutions do not require proof that the 
corporate officers had any actual knowledge 
of, or participation in, specific offenses. To 
this point, the FDA recently added to its 
Regulatory Procedures Manual (RPM) a 
new provision directly targeted at health-
care industry executives.1 RPM Section 6-5-3, 

“Special Procedures and Considerations for 
Park Doctrine Prosecutions,” provides:

 
The Park Doctrine, as established by 
Supreme Court case law, provides that 
a responsible corporate official can be held 

liable for a first time misdemeanor (and 
possible subsequent felony) under the Fed-
eral Food, Drug, and Cosmetic Act (“the 
Act”) without proof that the corporate 
official acted with intent or even negli-
gence, and even if such corporate official 
did not have any actual knowledge of, 
or participation in, the specific offense. 
A Park Doctrine prosecution, for the 
purposes of this section, refers to a rec-
ommended prosecution of a responsible 
corporate official for a misdemeanor 
violation of the Act.2

Among the factors FDA considers are the 
individual’s position in the company, his 
relationship to the violation, and whether 
he had the authority to correct or prevent 
the violation. Other relevant factors include 
(1) whether the violation involves actual or 
potential harm to the public, (2) whether 
the violation is obvious, (3) whether the 
violation reflects a pattern of illegal behav-
ior and/or failure to heed prior warnings, 
(4) whether the violation is widespread, (5) 
whether the violation is serious, (6) the qual-
ity of the legal and factual support for the 

(or ParticiPation or intent) 

Not Required
The Federal Government’s Use of United States v. Park and the “Responsible Corporate Officer” 

Doctrine to Prosecute and Exclude Corporate Healthcare Executive

Proof of Knowledge 
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proposed prosecution, and (7) whether the 
proposed prosecution is a prudent use of 
agency resources. 

Section 6-5-3 further reiterates that “[k]nowl-
edge of and actual participation in the viola-
tion are not a prerequisite to a misdemeanor 
prosecution but are factors that may be rele-
vant when deciding whether to recommend 
charging a misdemeanor violation.” Thus, 
under the Park Doctrine and FDA policy, a 
corporate healthcare executive may be 
charged with a misdemeanor offense for 
healthcare fraud — even without proof of 
participation in the specific offense, intent, 
actual knowledge, or even negligence. 

B. Exclusion from Federal 
Healthcare Programs

A “Park Doctrine” conviction can lead not 
only to criminal penalties but also to addi-
tional sanctions in the form of an “exclusion.” 
RPM Section 6-5-3 clearly states that “[i]n 
some cases, a misdemeanor conviction of an 
individual may serve as the basis for debar-
ment by FDA.” A “debarment” or “exclusion” 
prevents an individual or entity from par-
ticipating in federally-funded healthcare 
programs.3 The period of time for the exclu-
sion varies based on the specific offense.4 

The effects of an exclusion are far-reaching, 
especially given the significant revenue stream 
that federal health programs provide to the 
healthcare industry. Exclusion5 can mean:

 
• No payment will be made by any federal 

healthcare program for any items or services 
furnished, ordered, or prescribed by an 
excluded individual or entity (there is a 
limited exception for certain emergency 
items or services). 

• No program payment will be made for 
anything that an excluded person furnishes, 
orders, or prescribes; this prohibition applies 
to the excluded person, anyone who employs 
or contracts with the excluded person, 
any hospital or other provider where the 
excluded person provides services, and any-
one else. 

Exclusions fall under the purview of the 
OIG, an independent nonpartisan agency 
within the United States Department of 

Health & Human Services (HHS).6 But 
make no mistake, OIG is a law enforcement 
agency. Among other responsibilities, OIG 
investigates suspected fraud, refers cases to 
the United States Department of Justice 
(DOJ) for criminal and civil actions, and 
imposes monetary penalties or exclusions 
from participation in federal healthcare 
programs. In its healthcare fraud enforce-
ment role, OIG works closely with DOJ, 
law enforcement partners, the Centers for 
Medicare and Medicaid Services, and FDA. 

OIG’s investigations in the healthcare 
industry address a wide range of fraudu-
lent healthcare schemes (e.g., phony clinics, 
fraudulent billing) on a number of levels 
— from small operators to major organized 
crime rings. Of note here, however, are the 
OIG’s recent public pronouncements of its 
intention to target major corporations, such 

as pharmaceutical and medical device man-
ufacturers, whom the OIG contends “have 
also committed fraud, sometimes on a grand 
scale.”7 In recent Congressional testimony, 
OIG asserted that “[s]ome hospital systems, 
pharmaceutical manufacturers, and other 
providers play such a critical role in the 

care delivery system that they may believe 
that they are ‘too big to fire’ and thus OIG 
would never exclude them […].”8 Stating 
its concern that major corporations “may 
consider civil penalties and criminal fines a 
cost of doing business,” OIG seeks to “alter 
the cost-benefit calculus of the corporate 
executives who run these companies” by 

“excluding” individuals who are responsible 
for the fraud, either directly or because of 
their positions in the company that engaged 
in fraud.9  

The authority to exclude individuals and 
entities from participation in federal health-
care programs is found in Section 1128 of 
the Social Security Act.10 This provision 
authorizes the Secretary of HHS to exclude 
individuals or entities — on either a man-
datory or permissive basis — under the 
following categories of conduct11:

Consistent with OIG’s intention to target 
major corporations and executives for 
healthcare fraud-related crimes, new empha-
sis has been placed on Section 1128(b)(15) 
— Individuals Controlling a Sanctioned 
Entity. In October 2010, OIG released its 
“Guidance for Implementing Permissive 

Section 1128: Mandatory and PerMiSSive excluSionS

Mandatory 
Exclusions 
(Section 1128(a))

Permissive 
Exclusions 
(Section 1128(b))

(1) Conviction of program-related crimes 
(2) Conviction relating to patient abuse 
(3) Felony conviction relating to healthcare fraud 
(4) Felony conviction relating to controlled substance

(1) Conviction relating to fraud 
(2) Conviction relating to obstruction of an investigation or audit 
(3) Misdemeanor conviction relating to controlled substance 
(4) License revocation or suspension 
(5) Exclusion or suspension under federal or state healthcare program 
(6) Claims for excessive charges or unnecessary services and failure 
 of certain organizations to furnish medically necessary services 
(7) Fraud, kickbacks, and other prohibited activities 
(8) Entities controlled by a sanctioned individual 
(9) Failure to disclose required information 
(10) Failure to supply requested information on subcontractors 
  and suppliers 
(11) Failure to supply payment information 
(12) Failure to grant immediate access 
(13) Failure to take corrective action 
(14) Default on health education loan or scholarship obligations 
(15) Individuals controlling a sanctioned entity 
(16) Making false statements or misrepresentation of material facts
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Exclusion Authority Under Section 1128(b)
(15) of the Social Security Act.”12 

Section 1128(b)(15)(A) provides for 
permissive exclusion of two categories of 
individuals: those with an ownership/control 
interest in a sanctioned entity13 and corpo-
rate officers or managing employees14 “based 
solely on their position within the entity.”15 
For corporate officers/managing employees, 
OIG will consider the basis for the criminal 
conviction and/or exclusion of the entity (i.e., 
the company) as well as any other conduct 
that formed the basis for criminal, civil, or 
administrative investigations, cases, charg-
es, or resolutions.16 OIG will also consider 
matters that involve entities that are or were 
related to the convicted or excluded entity.17 
Moreover, the Guidance spells out relevant 
factors related to “misconduct.”18 Given the 
importance of these factors, they are provided, 
in full, below: 

Circumstances of the Misconduct 
and Seriousness of the Offense 

1. What were the nature and scope of the 
misconduct for which the entity was sanc-
tioned? What were the nature and scope of 
any other relevant misconduct? At what 
level of the entity did the misconduct occur 
(e.g., violation by one field employee of 
company policy versus headquarters’ involve-
ment and/or direction)? 

2. What was the criminal sanction im-
posed against the entity (or related entities) 
or any individuals? What was the amount 
of any criminal fine, forfeiture, or penalty 
imposed? What was the amount of any civil 
or administrative payment regarding related 
or similar issues? What was the length of any 
period of exclusion imposed? 

3. Was there evidence that the misconduct 
resulted in (1) actual or potential harm to 
beneficiaries or other individuals or (2) 
financial harm to any Federal healthcare 
program or any other entity? If financial loss 
to the programs or other persons occurred, 
what was the extent? 

4. Was the misconduct an isolated inci-
dent or part of a pattern of wrongdoing over 
a significant period of time? Has the entity 
previously had similar problems with OIG, 

the Centers for Medicare & Medicaid Ser-
vices or its contractors, or any other Federal 
or State regulatory agency? What was the 
nature of these problems? 

Individual’s Role in 
Sanctioned Entity 
1. What is the individual’s current posi-
tion? What positions has the individual 
held with the entity throughout his or 
her tenure, particularly at the time of the 
underlying misconduct? What degree of 
managerial control or authority is involved 
in the individual’s position? 
2. What was the relation of the individual’s 
position to the underlying misconduct? Did 
the misconduct occur within the individual’s 
chain of command? 

Individual’s Actions in 
Response to the Misconduct 

1. Did the individual take steps to stop the 
underlying misconduct or mitigate the ill 
effects of the misconduct (e.g., appropriate 
disciplinary action against the individuals 
responsible for the activity that constitutes 
cause for the sanction or other corrective 
action)? Did these actions take place before 
or after the individual had reason to know of 
an investigation? If the individual can dem-
onstrate either that preventing the miscon-
duct was impossible or that the individual 
exercised extraordinary care but still could 
not prevent the conduct, OIG may consider 
this as a factor weighing against exclusion. 

2. Did the individual disclose the mis-
conduct to the appropriate Federal or State 
authorities? Did the individual cooperate 
with investigators and prosecutors and 
respond in a timely manner to lawful requests 
for documents and evidence regarding the 
involvement of other individuals in a par-
ticular scheme? 

Information About the Entity 
1. Has the sanctioned entity or a related 

entity previously been convicted of a crime 
or found liable, civilly or administratively, or 
resolved a civil or administrative case with 
the Federal or State Government or a govern-
ment entity? If so, what was the prior conduct 

that formed the basis for these actions? 
2. What is the size of the entity? (e.g., 

how many employees does the entity have, 
what are the revenues, how many product 
lines/divisions are there within the entity)? 
What is the corporate structure of the entity? 
(e.g., how many subsidiaries — operating 
and nonoperating — are there, what are 
the sizes of the subsidiaries, and what are 
the reporting relationships between the 
subsidiaries)? 

III. Case in Point
A. Friedman v. Sebelius: Use of 
“Agreed Statement of Facts” in Criminal 
Plea Agreement Subjects Former 
Executives to Exclusion

A recent and highly publicized case from 
the United States District Court, District of 
Columbia, illustrates the close connection 
between criminal liability and exclusion 
under the FDCA and Section 1128. In 
Friedman v. Sebelius, 755 F.Supp.2d 98 (D. 
D.C. 2010), three corporate executives with 
Purdue Frederick Company — Michael 
Friedman (former President/CEO), Paul 
Goldenheim (former Executive VP of 
Medical and Scientific Affairs/Worldwide 
Research and Development), and Howard 
Udell (former Executive VP/Chief Legal 
Officer) — were investigated, charged, and 
convicted of misdemeanor offenses and 
ultimately excluded from participation in 
all federal healthcare programs for twelve 
years.19 

In 2001, the United States Attorney’s 
Office for the Southern District of Virginia 
began to investigate the marketing and sale of 
OxyContin, a prescription pain medication 
manufactured and distributed by Purdue.20 
The investigation revealed that Purdue 
supervisors and employees marketed and 
promoted OxyContin as “less addictive, 
less subject to abuse and diversion, and less 
likely to cause tolerance and withdrawal 
than other pain medications.”21 In 2007, 
federal criminal charges were filed against 
Purdue for allegedly misbranding a drug 
with intent to defraud or mislead, a felony 
under the FDA.22 The three senior corporate 
executives were charged as “responsible 



corporate officers,” a misdemeanor.23 
Purdue and the three executives entered 

guilty pleas.24 Purdue agreed to pay $600 
million in monetary penalties.25 The three 
corporate executives agreed to disgorge 
$34.5 million and were sentenced to three 
years’ probation, 400 hours of community 
service, and a $5,000 fine.26 Importantly, 
as part of their plea agreements, the three 
executives agreed that the Court could accept 
an “Agreed Statement of Facts” that was 
prepared by the parties.27 

The facts contained in the Agreed State-
ment proved to be the lynchpin for the sub-
sequent exclusions of the three executives. 
After the criminal proceeding was conclud-
ed, the Inspector General notified the three 
executives that, as a result of their criminal 
convictions, the agency was considering 
their exclusion pursuant to Section 1128.28 
Four months later, the Secretary of HHS 
officially excluded the executives. After sev-
eral administrative hearings and appeals, 
the executives faced a twelve-year exclusion 
from participation in all federally funded 
healthcare programs.29 

The three executives filed a request for 
judicial review to challenge the exclusion.30 
The district court first rejected the argument 
that Section 1128’s permissive exclusion 
provision does not authorize the Secretary of 
HHS to exclude individuals convicted of 
misdemeanor misbranding under the Park 
Doctrine (responsible corporate officer) 
because such convictions do not require any 
evidence of personal wrongdoing.31 The court 
applied a broad meaning to the phrase “mis-
demeanor relating to” fraud and found that 
the offenses that triggered exclusion were 

“related to” fraud or financial misconduct.32 
The court further reasoned that the Secretary’s 
decision should be affirmed as reasonable, 
particularly in light of the fact that the Agreed 
Statement of Facts (from the criminal plea 
agreement) specifically acknowledged that 
the executives were corporate officers with 
responsibility and authority to prevent or 
correct the misconduct related to the mis-
branding of OxyContin.33 

Friedman is illustrative on a number of 
levels. First, it showcases how a criminal 

misdemeanor that carried a comparatively 
light individual punishment can serve as the 
basis for exclusion from all federal health-
care programs. Second, it highlights the 
intensity with which the OIG and FDA will 
work together (and with other law enforce-
ment) to target high-level executives in the 
healthcare industry. In recent Congressio-
nal testimony, Inspector General Levinson 
noted that, in addition to excluding the Pur-
due Frederick executives, the OIG recently 
excluded the former owner/former executive 
of Ethex Corporation for twenty years for 
failing to inform the FDA about manufac-

turing problems that led to the production 
of oversized prescription drug tablets.34 

If these stories were not enough, a recent 
front-page Wall Street Journal article 
undoubtedly sent additional shockwaves 
through the healthcare industry.35 The arti-
cle reports that HHS has notified the CEO 
of Forest Laboratories, Howard Solomon, 
that it intends to exclude him under Section 
1128. The Forest Laboratories situation dif-
fers from the Friedman/Purdue Frederick 
case in an important aspect. In Friedman, 
both the corporation and the executives 
were convicted of federal crimes, and exclu-
sions followed. In the Forest Laboratories 
case, only the corporation was charged with 
a federal crime, for which it entered into a 

plea agreement in March 2011. Three weeks 
later, Solomon was notified of HHS’s intent 
to seek exclusion, notwithstanding the fact 
that he was not charged with any federal 
criminal act.

 
IV. What’s Next
A. HHS/DOJ Annual Report: 
Introducing the Pharmaceutical Fraud 
Pilot Program (PFPP)

In its FY 2010 Annual Report, the HHS 
and DOJ Health Care Fraud and Abuse 
Control Program identified that in FY 2010, 
the OIG excluded 3,340 individuals and 
entities.36 Nearly 40% of these exclusions 
involved crimes related to Medicare, Med-
icaid, or other federal healthcare programs.37 
Given the OIG’s public announcements and 
written policies related to enhanced use of 
exclusions as a “valuable enforcement tool,” 
as well as the FDA’s efforts to prosecute 
corporate executives pursuant to the Park 
Doctrine, these numbers should be expected 
to increase. 

The Annual Report also discussed a $1.7 
million allocation in FY 2010 to FDA by 
HHS for the FDA Pharmaceutical Fraud 
Pilot Program (PFPP). According to the re-
port, this program has enhanced the health-
care fraud-related activities of FDA’s Office 
of Criminal Investigations which, together 
with the Office of the General Counsel Food 
and Drug Division, investigates criminal 
violations of the FDA and other federal stat-
utes.38 More specifically, PFPP “is designed 
to detect, prosecute, and prevent pharma-
ceutical, biologic, and medical device fraud. 
The PFPP focuses on fraudulent marketing 
schemes, application fraud, clinical trial 
fraud, and flagrant manufacturing-related 
violations.”39 Likely as a nod to the Fried-
man/Purdue Frederick case, PFPP antici-
pates investigation of “marketing schemes 
that knowingly overstate the effectiveness or 
minimize the risk of a medical product.”40 
Moreover, the PFPP comes amidst record 
healthcare fraud recoveries from pharma-
ceutical companies in FY 2010, including 
a single settlement by Pfizer for $2.3 billion.

Review of the Annual Report reveals 
that the PFPP is in ramp-up mode. FDA 

the u.S. dePartMent 

of health and huMan 

ServiceS office of 

inSPector General (oiG) 

and the food and druG 

adMiniStration (fda) 

are wieldinG two SwordS 

in their effortS to 

addreSS corPorate fraud 

in healthcare: 

criMinal ProSecution 

and excluSion froM 

federally funded 

healthcare ProGraMS.
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under the Park doctrine and fda Policy, 

a corPorate healthcare executive May be charGed with a 

MiSdeMeanor offenSe for healthcare fraud — even without 

Proof of ParticiPation in the SPecific offenSe, intent, 

actual knowledGe, or even neGliGence.
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received its approval for the program in 
FY 2010 and was in the hiring process for 
personnel. Notwithstanding its new status, 
FDA noted that through the PFPP it had 
opened — in a relatively short time — the 
following criminal investigations: two off-
label promotion matters involving different 
manufacturers of brand name prescription 
drugs; claims against a third pharmaceuti-
cal manufacturer for various promotional 
issues including overstatement of efficacy, 
omission of material facts, and promotion 
of unapproved uses; two matters involving 
Good Manufacturing Practice issues, one 
of which also involves potential application 

and promotional fraud; a clinical trial fraud 
matter where study documents are alleged 
to have been falsified by a study coordi-
nator; falsification by a Contract Research 
Organization company of study documents 
related to research studies conducted for 
pharmaceutical manufacturers; and falsi-
fication by a Contract Testing Laboratory 
company of data used to support multiple 
drug applications.41

V. Suggestions
Given this environment for healthcare 

executives, there is no more important 
time to evaluate compliance policies and 

procedures that address industry best 
practices and minimize the risk of miscon-
duct and the potential for criminal and/or 
civil liability. As set forth in Corporate 
Responsibility and Corporate Compliance: 
A Resource for Health Care Boards of Direc-
tors,42 companies should consider compli-
ance questions such as:

 
• Code of Conduct: How has the Code 

of Conduct or its equivalent been incorpo-
rated into corporate policies across the 
organization? How do we know that the 
Code is understood and accepted across 
the organization? Has management taken 

coMPliance iSSueS, internal auditinG and MonitorinG, and indePendent 

aSSeSSMentS of corPorate coMPliance PolicieS are critically iMPortant. 

theSe toolS can identify errorS and Potential MiSconduct and MiniMize 

the aPPlication of the diScretionary factorS that would weiGh in 

factor of criMinal ProSecution and related excluSion. 
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affirmative steps to publicize the impor-
tance of the Code to all of its employees?

• Policies and Procedures: Has the organi-
zation implemented policies and procedures 
that address compliance risk areas and estab-
lished internal controls to counter those 
vulnerabilities?

• Compliance Infrastructure: Does the 
Compliance Officer have sufficient author-
ity to implement the compliance program? 
Has management provided the Compliance 
Officer with the autonomy and sufficient 
resources necessary to perform assessments 
and respond appropriately to misconduct? 
Have compliance-related responsibilities been 
assigned across the appropriate levels of the 
organization? Are employees held account-
able for meeting these compliance-related 
objectives during performance reviews? 

• Measures to Prevent Violations: What 
is the scope of compliance-related educa-
tion and training across the organization? 
Has the effectiveness of such training been 
assessed? What policies/measures have 
been developed to enforce training require-
ments and to provide remedial training as 
warranted? What processes are in place to 
ensure that appropriate remedial measures 
are taken in response to identified weak-
nesses? 

• Measures to Respond to Violations: 
What is the process by which the organiza-
tion evaluates and responds to suspected 
compliance violations? How are reporting 
systems, such as the compliance hotline, 
monitored to verify appropriate resolution 
of reported matters? Does the organiza-
tion have policies that address the appro-
priate protection of “whistleblowers” and 
those accused of misconduct? What is the 
process by which the organization evaluates 
and responds to suspected compliance viola-
tions? What policies address the protection 
of employees and the preservation of relevant 
documents and information? What policies 
govern the reporting to government author-
ities of probable violations of law?

 
To address these and other program-

specific43 compliance issues, internal auditing 
and monitoring, and independent assess-

ments of corporate compliance policies are 
critically important. These tools can iden-
tify errors and potential misconduct and 
minimize the application of the discretion-
ary factors that would weigh in factor of 
criminal prosecution and related exclusion. 
Finally, should criminal prosecution arise, 
great care must be given to the agreed-
upon facts contained in any corporate or 
individual plea agreement, as Friedman/
Purdue Frederick instructs. 
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excluded entity or any related entity.” 
18 Id.
19 Friedman, 755 F.Supp.2d at 100-01.
20 Id.
21 Id.
22 Id. at 101.
23 Id. at 102.
24 Id. Citing United States v. Purdue Frederick Co., 495 
F.Supp.2d 569 (W.D. Va. 2007).
25 Id.
26 Id.
27 Id.
28 See id. at 102-03.
29 Id. at 104.
30 Id. at 105.
31 Id. at 106-07.
32 Id. at 107-08.
33 Id. at 110-13. 
34 Daniel Levinson, Inspector General, U.S. Department 
of Health & Human Services, Testimony before the United 
States Senate Committee on Finance (Mar. 2, 2011), 
available at <http://oig.hhs.gov/testimony.asp>, (last 
accessed May 24, 2011).
35 Alicia Mundy, U.S. Effort to Remove Drug CEO Jolts 
Firms, Wall Street Journal, Apr. 26, 2011, at A1. 
36 2010 U.S. Dept. of Health & Human Services & U.S. 
Dept. of Justice Ann. Rep. at 1, available at <http://www.
oig.hhs.gov/publications/docs/hcfac/hcfacreport2010.
pdf>, (last accessed May 24, 2011).
37 Annual Report at 1.
38 Id. at 69.
39 Id.
40 Id.
41 Id. at 70.
42 Office of Inspector General & the American Health 
Lawyers Association, Corporate Responsibility and Cor-
porate Compliance: A Resource for Health Care Boards 
of Directors (Apr. 2003), available at <http://oig.hhs.
gov/fraud/docs/complianceguidance/040203CorpResp
RsceGuide.pdf>, (last accessed May 24, 2011).
43 See also U.S. Department of Health & Human Ser-
vices, Office of Inspector General, Compliance Program 
Guidance for Pharmaceutical Manufacturers, 68 Fed. Reg. 
23731 (May 5, 2003).
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Overview
While the talk of 2011 may be the pos-

sibility of Congressional action on a privacy 
bill or a single, preemptive federal data 
security law, states currently provide the best 
means of protecting personal information. 
Forty-six states, the District of Columbia, 
the District of Puerto Rico, and the Virgin 
Islands have enacted laws requiring orga-e enacted laws requiring orga-
nizations that possess sensitive personal 
information to notify individuals of privacy 
breaches.1 

With California paving the way,2 breach 
notification laws are driven by concerns 
that privacy breaches may lead to identity 
theft and fraud. Technological advance-
ments have made it possible for organi-
zations to store vast amounts of personal 
data electronically. Any breach of e-storage 

containing personal identifying information 
creates the risk of an unauthorized person 
stealing the information to assume another’s 
identity and engage in fraud. 

According to the Privacy Rights Clear-
inghouse, there have been more than 533 
million breaches of sensitive personal infor-
mation since 2005.3 While further study is 
needed on information security practices, 
privacy breaches, and the link between 
these breaches and fraud, state notification 
statutes have motivated organizations to 
improve data security of personal informa-
tion so as to avoid adverse publicity, embar-
rassment, brand damage, and the potential 
legal ramifications arising from the theft or 
misuse of personal information.4 

Breach notification statutes apply to state 
and private organizations, such as data 

brokers, retailers, credit card issuers, pay-
ment processors, banks, furnishers of credit 
reports, and any other organizations that 
possess databanks of personal information.5 
State involvement in data breaches also has 
extended into the medical realm, as states 
enforce the Health Information Technol-
ogy for Economic and Clinical Health 
(HITECH) Act.6 

Security breach notification statutes 
generally include the following common-
alities. First, the statute defines the scope 
and nature of the information covered by 
the law. Second, the statute specifies events 
and conditions triggering obligations under 
the law. Third, the statute defines obliga-
tions under the law in the event action is 
required. Although common attributes of 
breach notification statutes are discussed 

in an e-era of anything’s accessible  

STATE SECURITY 
BREACH NOTIFICATION LAWS
Enhance the Protection of Personal Information
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below, organizations must recognize that 
the laws vary by state and sometimes in 
significant ways. If your organization experi-
ences a data breach involving individuals 
in more than one state, then your obliga-
tion in different states may vary and require 
cumulative and concurrent action. 

Scope and Nature of Information 
Covered by Statute

Identity theft and well-publicized data 
breaches prompted California to enact the 
first state-level security breach notification 
law. The California statute, which has been 
amended since 2003, requires any agency, 
person, or business that conducts business 
in California and “that owns or licenses 
computerized data that includes personal 
information” to notify affected California 
residents of any security breach in the resi-
dent’s personal information that was, or is 
reasonably believed to have been, accessed 
by an unauthorized person.7

Under the revised California statute,8 
personal information refers to “an individ-
ual’s first name or first initial and last name 
in combination with any one or more of 
the following”: (a) a social security number; 
(b) driver’s license of California identifica-
tion card number; (c) account, credit, or 
debit card number in combination with 
any security or access code or password that 
would allow access to an individual’s finan-
cial account; (d) medical information9; 
and (e) health insurance information.10 
The term “personal information,” however 
does not include “publicly available infor-
mation that is lawfully made available to 
the general public from federal, state, or 
local government records.11

All but four states have enacted similar data 
breach notification laws.12 Mississippi enact-
ed the most recent statute, which takes effect 
on July 1, 2011.13 Some states have more ex-
pansive definitions of “personal information” 
so as to the name of the person (first name 
or initial and last name) plus email address, 
alien registration number, passport number, 
employer or tax ID number, Medicaid or 
food stamp account number, biometric data 

and fingerprints, insurance policy number, 
Department of Transportation operator’s 
number, unique electronic number, address, 
or routing code.14 

New York’s statute takes a different ap-
proach. Instead of using the name of the 
person, it defines “personal information” as 

“any information concerning a natural per-
son which, because of name, number, per-
sonal mark, or other identifier, can be used 
to identify such natural person.”15 It then 
defines “private information” as “personal 
information in combination with any one or 
more of the following data elements [such 
as social security number, driver’s license, 

etc.]” when “either the personal information 
or the data is not encrypted, or encrypted 
with an encryption key that has also been 
acquired[.]”16 

In the vast majority of states, the applica-
tion of breach notification laws is limited 
to computerized data that contains person-
al information, and even then, only if the 
computerized data is unencrypted. Some 
statutes, such as Maine, North Carolina, 
Ohio, and Pennsylvania, define the term 

“encrypted,” while others, such as California, 
do not. In a small number of states, breach 
notification obligations may be implicated 
if personal information in paper records is 
the subject of a breach.

Lastly, some states, such as Illinois, Ohio, 
and Pennsylvania, exempt redacted infor-
mation from notification obligations. The 

term “redacted” is not always defined, which 
provides uncertainty as to what type or ex-
tent of redaction eliminates the notification 
requirement.

 
Events and Conditions Triggering 
Breach Notification Obligations

Breach notification laws typically apply if 
“personal information” is acquired by an un-
authorized person or in the event that there 
is a breach of the security of the system. A 

“breach” is considered to have occurred when 
someone acquires computerized data that 
compromises the security, confidentiality, 
or integrity of personal information. Some 
issues to consider are whether “acquired” is 
the same as “accessed.” Further, some stat-
utes cover an acquisition that compromises 
the “integrity” of personal information. 

 As we all know from high-tech law en-
forcement shows like Criminal Minds and 
NCIS, discovering a breach of security may 
be difficult. Skilled hackers like characters 
Penelope Garcia or Timothy McGee can 
erase their steps in the electronic storage 
system. They can disguise the destination 
of downloaded data. Accordingly, in some 
instances, identifying the security breach that 
triggers the notification obligations may pres-
ent challenges, but the organization cannot 
merely rely on the absence of evidence. To 
quote from the Global Practices — Con-
sumer Protection and Data Breach Notifica-
tion Conference, “[t]he absence of evidence 
is not evidence of absence.”17

 Some statutes require notification when-
ever there is unauthorized access of personal 
information, while others do not require 
notification if an organization reasonably 
determines that harm is not likely to result 
from the breach. New York’s statute takes it 
further and requires that companies notify 
the Attorney General, the Consumer Protec-
tion Board, and the State Officer of Cyber 
Security and Infrastructure Coordination 
about the number of individuals affected 
and the timing and distribution of the no-
tice.18 All state notification breach statutes 
place the burden for deciding whether noti-
fication is required on the organization itself.

While the talk of 2011 

may be the possibility of 

Congressional action on a 

privacy bill or a single, 

preemptive federal data 

security law, states 

currently provide the best 

means of protecting 

personal information. 
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Most statutes provide some flexibility concerning the type 

of notice that must be provided. Written notice is the standard 

approach, with many states allowing electronic notice if 

such notice is provided in a manner consistent with the Electronic 

Signatures in Global and National Commerce Act (E-SIGN Act). 
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When and What Type of 
Notice is Required?

If an organization determines that a breach 
requiring notice has occurred, a myriad of 
issues arise, the most complex being when 
and what type of notice must be given to the 
individual whose personal information has 
been compromised. In general, notice must 
be given as expeditiously as possible without 
unreasonable delay, although notice may be 
delayed if providing notice would interfere 
with a law enforcement investigation. A few 
states have bright line rules setting forth a 
specific number of days within which notice 
must be provided.

Notwithstanding, most statutes provide 
some flexibility concerning the type of 
notice that must be provided. Written notice 
is the standard approach, with many states 
allowing electronic notice if such notice 
is provided in a manner consistent with 
the Electronic Signatures in Global and 
National Commerce Act (E-SIGN Act). A 
few states permit telephonic notice.

Under certain circumstances, such as 
breaches involving an unusually large num-
ber of individuals or where costs of notifica-
tion may be beyond the resources of a small 
business, substitute notice is permitted. 
Substitute notice generally requires email 
notice of possible, conspicuous posting of 
notice on a company’s website, and notifi-
cation to a major statewide media outlet. A 
few states require that notice must be given 
to state authorities in addition to those in-
dividuals whose information was the subject 
of a breach.

Most state statutes do not specify exactly 
what must be stated in the notice; however, 
the states that do, serve as useful guidance. 
Generally, they provide that notice must 
describe the breach incident, the type of 
personal information that was placed at 
risk, and the steps that the company has 
taken to minimize or prevent further risk. 
It is also commonly required that the no-
tice should include a telephone number 
that the individual can call with questions 
or to seek further guidance, as well as a 
reminder that individuals should exercise 

diligence in monitoring their accounts and 
finances such as credit reports to determine 
whether the breach has resulted in any spe-
cific harm.

Practical Steps
Organizations must be proactive in the 

management and security of personal in-
formation stored on electronic systems and 
should implement an offensive notifica-
tion plan. Based on studies conducted by 
the Samuelson Law, Technology, & Public 
Policy Clinic,19 components to consider in 
developing a plan include: 

• A uniform standard that requires public 
notice of all personal information breaches, 

which serves to ensure that all affected 
consumers are being provided with breach 
notices; 

• A uniform reporting standard, which 
requires notification to a centralized orga-
nization in addition to consumers. 

• Clarify and broaden technology safe har-
bor provisions beyond encryption, which 
serves to give better guidance to the organi-
zation on what types of security mechanisms 
are sufficient to prevent lost data from being 
accessible for the purpose of misuse.

• Create a safe harbor period for notifi-
cations, which serves to balance the need 
to give clear instructions on how quickly 
notifications must be given with the need 
to provide flexibility for the organization 

to investigate and remedy security breaches.
• Collect information on the type of noti-

fication trigger that should be used.

The following statutes require companies 
to notify consumers when their personal 
information has been breached: 

Alaska: Alaska Stat. § 45.48.010 et seq. 
Notification may be via written notice or 
by electronic means. Where a large breach 
occurs or where the cost to notify is high, 
alternative methods of notice are available. 
Penalty: Up to $500 per resident who was 
not notified. 

Arizona: Ariz. Rev. Stat. § 44-7501. Noti-
fication may be via written notice or by 
electronic or telephonic means. Where a 
large breach occurs or where the cost to 
notify is high, alternative methods of no-
tice are available. Penalty: Up to $10,000 
per breach. 

Arkansas: Ark. Code § 4-110-101 et seq. 
Notification may be via written notice or 
by electronic means. Where a large breach 
occurs or where the cost to notify is high, 
alternative methods of notice are available. 

California: Cal. Civ. Code §§ 1798.29, 
1798.82. Notification may be via writ-
ten notice or by electronic means. Where 
a large breach occurs or where the cost to 
notify is high, alternative methods of 
notice are available. 

Colorado: Colo. Rev. Stat. § 6-1-716. Noti-
fication may be via written notice or by 
electronic or telephonic means. Where a 
large breach occurs or where the cost to 
notify is high, alternative methods of 
notice are available. 

Connecticut: Conn. Gen Stat. 36a-701(b). 
Notification may be via written notice or 
by electronic or telephonic means. Where 
a large breach occurs or where the cost to 
notify is high, alternative methods of notice 
are available. 

Some statutes require 

notification whenever there

 is unauthorized access of 

personal information, while 

others do not require 

notification if an organization 

reasonably determines that 

harm is not likely to result 

from the breach.
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Delaware: Del. Code tit. 6, § 12B-101 et 
seq. Notification may be via written notice 
or by electronic or telephonic means. 
Where a large breach occurs or where the 
cost to notify is high, alternative methods 
of notice are available.

 Florida: Fla. Stat. § 817.5681. Notifi-
cation may be via written notice or by 
electronic means. Where a large breach 
occurs or where the cost to notify is high, 
alternative methods of notice are avail-
able. Penalty: Up to $500,000 for failure 
to notify within 45 days.

Georgia: Ga. Code §§ 10-1-911, -912. Noti- §§ 10-1-911, -912. Noti-911, -912. Noti-
fication may be via written notice or by 
electronic or telephonic means. Where 
a large breach occurs or where the cost 
to notify is high, alternative methods of 
notice are available. 

Hawaii: Haw. Rev. Stat. § 487N-2. Noti-
fication may be via written notice or by 
electronic or telephonic means. Where 
a large breach occurs or where the cost 
to notify is high, alternative methods of 
notice are available. See statute for spe-
cific notice requirements. Penalty: Up to 
$2,500 for each violation plus damages 
incurred as a result of the breach.

Idaho: Idaho Stat. §§ 28-51-104 to 28-51-
107. Notification may be via written notice 
or by electronic or telephonic means. 
Where a large breach occurs or where the 
cost to notify is high, alternative meth-
ods of notice are available. Penalty: Up 
to $25,000 per breach.

Illinois: 815 ILCS 530/1 et seq. Notifi-
cation may be via written notice or by 
electronic means. Where a large breach 
occurs or where the cost to notify is high, 
alternative methods of notice are available. 

Indiana: Ind. Code §§ 24-4.9-1-1 et seq., 
4-1-11 et seq. Notification may be via 
written notice, facsimile, or by electronic 
or telephonic means. Where a large breach 

occurs or where the cost to notify is high, 
alternative methods of notice are avail-
able. Penalty: Up to $150,000 and cost 
for attorney general to enforce.

Iowa: Iowa Code § 715C.1. Notification 
may be via written notice or by electronic 
means. Where a large breach occurs or 
where the cost to notify is high, alterna-
tive methods of notice are available. See 
statute for specific notice requirements.

Kansas: Kan. Stat. 50-7a01, 50-7a02. Noti-
fication may be via written notice or by 
electronic means. Where a large breach 
occurs or where the cost to notify is high, 
alternative methods of notice are available. 

Louisiana: La. Rev. Stat. § 51:3071 et seq.  
Notification may be via written notice or 
by electronic means. Where a large 
breach occurs or where the cost to notify 
is high, alternative methods of notice are 
available. Penalty: Actual damages 
caused by breach. 

Maine: Me. Rev. Stat. tit. 10 §§ 1347 et seq. 
Notification may be via written notice 
or by electronic means. Where a large 
breach occurs or where the cost to notify 
is high, alternative methods of notice are 
available. Business shall also notify the 
appropriate state regulators within the 
Department of Professional and Finan-
cial Regulation, or if the person is not 
regulated by the department, the Attor-
ney General. Penalty: Up to $500 per 
violation; maximum of $2,500 for each 
day the business is in violation.

Maryland: Md. Code, Com. Law § 14-
3504 et seq. Notification may be via writ-
ten notice or by electronic or telephonic 
means. Where a large breach occurs or 
where the cost to notify is high, alterna-
tive methods of notice are available. See 
statute for specific notice requirements. A 
business shall provide notice of a breach 
to the Office of the Attorney General 
prior to giving the notification. 

Massachusetts: Mass. Gen. Laws 93H § 
1 et seq. Notification may be via written 
notice or by electronic means. Where 
a large breach occurs or where the cost 
to notify is high, alternative methods 
of notice are available. The notice shall 
also be provided to the attorney general 
and consumer reporting agencies or state 
agencies, if any. See statute for specific 
notice requirements. 

Michigan: Mich. Comp. Laws § 445.72. 
Notification may be via written notice or 
by electronic or telephonic means. Where 
a large breach occurs or where the cost 
to notify is high, alternative methods of 
notice are available. See statute for spe-
cific notice requirements. Penalty: Up to 
$250.00 for each failure to provide notice, 
not to exceed $750,000.

Minnesota: Minn. Stat. §§ 325E.61, 
325E.64. Notification may be via writ-
ten notice or by electronic means. Where 
a large breach occurs or where the cost 
to notify is high, alternative methods of 
notice are available. 

Mississippi: Miss. Code Ann. § 75-24-29 
(eff. July 1, 2011). Notification may be 
via written notice or by electronic or tel-
ephonic means. Where a large breach occurs 
or where the cost to notify is high, alter-
native methods of notice are available.

 
Missouri: Mo. Rev. Stat. § 407.1500. Noti- Noti-Noti-

fication may be via written notice or by 
electronic or telephonic means. Where a 
large breach occurs or where the cost to no-
tify is high, alternative methods of notice 
are available. See statute for specific notice 
requirements. In the event a business pro-
vides notice to more than one thousand 
consumers at one time, the business shall 
notify the attorney general’s office.

Montana: MCA §§ 30-14-1704, 2-6-504. 
Notification may be via written notice or 
by electronic or telephonic means. Where 
a large breach occurs or where the cost to 
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notify is high, alternative methods of notice 
are available. 

Nebraska: Neb. Rev. Stat. §§ 87-801 et seq. 
Notification may be via written notice or 
by electronic or telephonic means. Where 
a large breach occurs or where the cost to 
notify is high, alternative methods of notice 
are available. 

Nevada: Nev. Rev. Stat. 603A.010 et seq. 
Notification may be via written notice or by 
electronic means. Where a large breach 
occurs or where the cost to notify is high, 
alternative methods of notice are available. 

New Hampshire: N.H. Rev. Stat. §§ 359-
C:19, -C:20, -C:21. Notification may 
be via written notice or by electronic or 
telephonic means. Where a large breach 
occurs or where the cost to notify is high, 
alternative methods of notice are available. 
See statute for specific notice requirements.

New Jersey: N.J. Stat. 56:8-163. Notifica-
tion may be via written notice or by elec-
tronic or telephonic means. Where a large 
breach occurs or where the cost to notify 
is high, alternative methods of notice are 
available. The breach of security and any 
information pertaining to the breach must 
be reported to the Division of State Police in 
the Department of Law and Public Safety 
before notification to the customer. 

New York: N.Y. Gen. Bus. Law § 899-aa. 
Notification may be via written notice or 
by electronic means. Where a large breach 
occurs or where the cost to notify is high, 
alternative methods of notice are available. 
Business shall notify the state attorney 
general, the consumer protection board, 
and the State Office of Cyber Security 
and Critical Infrastructure Coordination 
as to the timing, content, and distribution 
of the notices and approximate number of 
affected persons. 

North Carolina: N.C. Gen. Stat § 75-65. 
Notification may be via written notice or 

by electronic or telephonic means. Where 
a large breach occurs or where the cost to 
notify is high, alternative methods of notice 
are available. See statute for specific notice 
requirements. The business shall notify 
without unreasonable delay the Consumer 
Protection Division of the Attorney Gen-
eral’s Office of the nature of the breach, 
the number of consumers affected by the 
breach, steps taken to investigate the breach, 
steps taken to prevent a similar breach in the 
future, and information regarding the tim-
ing, distribution, and content of the notice. 

North Dakota: N.D. Cent. Code § 51-30-
01 et seq. Notification may be via written 
notice or by electronic means. Where a 
large breach occurs or where the cost to 
notify is high, alternative methods of no-
tice are available.

 
Ohio: Ohio Rev. Code §§ 1347.12, 1349.19, 

1349.191, 1349.192. Notification may be 
via written notice or by electronic or tele-
phonic means. Where a large breach occurs 
or where the cost to notify is high, alterna-
tive methods of notice are available. Penalty: 
Up to $1,000 a day for violations. After 60 
days, $5,000 a day penalty. After 90 days, a 
$10,000 a day penalty. 

Oklahoma: OK ST. T. 74 § 3113.1 and 24 
§ 161 to -166. Notification may be via 
written notice or by electronic means. 
Where a large breach occurs or where the 
cost to notify is high, alternative meth-
ods of notice are available. Penalty: Up to 
$150,000.00 per breach or actual damages.

Oregon: Oregon Rev. Stat. § 646A.600 et 
seq. Notification may be via written 
notice or by electronic means. Where a 
large breach occurs or where the cost to 
notify is high, alternative methods of 
notice are available. See statute for spe-
cific notice requirements. 

Pennsylvania: 73 Pa. Stat. § 2303 et seq. 
Notification may be via written notice or 
by electronic or telephonic means. Where 
a large breach occurs or where the cost 
to notify is high, alternative methods of 
notice are available.

Rhode Island: R.I. Gen. Laws § 11-49.2-1 
et seq. Notification may be via written no-
tice or by electronic means. Where a large 
breach occurs or where the cost to notify 
is high, alternative methods of notice are 
available. Penalty: Up to $100 per occur-
rence, not to exceed $25,000.

South Carolina: S.C. Code § 39-1-90. 
Notification may be via written notice or 
by electronic or telephonic means. Where 
a large breach occurs or where the cost 
to notify is high, alternative methods 
of notice are available. Penalty: Up to 
$1,000 for each resident whose informa-
tion was accessible by reason of the breach 
(amount to be decided by the Department 
of Consumer Affairs).

Tennessee: Tenn. Code § 47-18-2107, 
2010 S.B. 2793. Notification may be 
via written notice or by electronic or tel-
ephonic means. Where a large breach 
occurs or where the cost to notify is high, 
alternative methods of notice are available.

Texas: Tex. Bus. & Com. Code § 521.053. 
Notification may be via written notice or 
by electronic means. Where a large breach 
occurs or where the cost to notify is high, 
alternative methods of notice are available.

Utah: Utah Code §§ 13-44-101, -102, -201, 
-202, -301. Notification may be via written 
notice or by electronic or telephonic means. 

State involvement in data 

breaches also has extended into 

the medical realm, as states 

enforce the Health Information 

Technology for Economic and 

Clinical Health (HITECH) Act. 
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Where a large breach occurs or where the 
cost to notify is high, alternative methods of 
notice are available. Penalty: Up to $2,500 
for a violation or series of violations concern-
ing a specific consumer; and no greater than 
$100,000 in the aggregate for related viola-
tions concerning more than one consumer. 

Vermont: 9 V.S.A. § 2430 et seq. Notifica-
tion may be via written notice or by elec-
tronic or telephonic means. Where a large 
breach occurs or where the cost to notify 
is high, alternative methods of notice are 
available. See statute for specific notice 
requirements. 

Virginia: Va. Code § 18.2-186.6, § 32.1-
127.1:05 (effective January 1, 2011). Noti-
fication may be via written notice or by 
electronic or telephonic means. Where a 
large breach occurs or where the cost to 
notify is high, alternative methods of notice 
are available. See statute for specific notice 
requirements. Business shall disclose any 
breach of the security of the system follow-
ing discovery or notification of the breach 
of the security of the system to the Office 
of the Attorney General.

Washington: Wash. Rev. Code § 19.255.010, 
42.56.590. Notification may be via writ-
ten notice or by electronic means. Where 
a large breach occurs or where the cost 
to notify is high, alternative methods of 
notice are available.

West Virginia: W. Va. Code §§ 46A-2A-101 
et seq. Notification may be via written 
notice or by electronic or telephonic 
means. Where a large breach occurs or 
where the cost to notify is high, alterna-
tive methods of notice are available. See 
statute for specific notice requirements. 
No civil penalty unless repeated and will-
ful violations. Penalty: Up to $150,000. 

Wisconsin: Wis. Stat. § 134.98 et seq. 
Notification may be via mail or by a method 
the business has previously employed to 
communicate with the subject of the 

personal information. See statute for 
specific notice requirements. 

Wyoming: Wyo. Stat. § 40-12-501 to -502. 
Notification may be via written notice or 
by electronic means. Where a large breach 
occurs or where the cost to notify is high, 
alternative methods of notice are available. 
See statute for specific notice requirements.

District of Columbia: D.C. Code § 28- 
3851 et seq. Notification may be via 
written notice or by electronic means. 
Where a large breach occurs or where the 
cost to notify is high, alternative meth-
ods of notice are available. See statute 
for specific notice requirements. Penalty: 
Up to $100 for each violation, the costs 
of the action, and reasonable attorney’s 
fees. Each failure to provide a District of 
Columbia resident with notification con-
stitutes a separate violation.

Puerto Rico: PR ST T. 10 § 4051 et. seq. 
Notification may be via written notice or 
by electronic means. Where a large breach 
occurs or where the cost to notify is high, 
alternative methods of notice are avail-
able. Within a non-extendable term of ten 
(10) days after the violation of the system’s 
security has been detected, the parties 
responsible shall inform the Department 
of Consumer Affairs.

1 A state-by-state survey can be found at the end of this 
article. 
2 Cal. Civ. Code §§ 1798.29, 1798.82.
3 “500 Million Sensitive Records Breached Since 2005,” 
Privacy Rights Clearinghouse, Aug. 10, 2010, <http:// 
www.privacy rights.org/500-million-records-breached> 
(last accessed May 5, 2011); see also Chronology of Data 
Breaches, Privacy Rights Clearing House, May 6, 2011, 
<http://www.privacyrights.org/data-breach#1> (last ac-
cessed May 7, 2011).
4 See M. Turner, Towards a Rational Personal Data Breach 
Notification Regime, Information Policy Institute, at 2 
(2006), <http://perc.net/files/downloads/data_breach.
pdf> (last accessed May 7, 2011).

5 See supra note 1. 
6 In February 2009, President Obama signed the HI-
TECH Act as part of his overall economic stimulus plan. 
42 U.S.C. §§ 300jj-15, 300jj-16, 300jj-17(d) (2010). 
The HITECH Act continues the effort of the Health In-
surance Portability and Accountability Act (HIPAA) to 
encourage movement to electronic patient records and 
to deliver stricter data protection regulations for more 
secure patient privacy. Id. Among the most important of 
the HITECH Act mandates is a federal breach notifica-
tion requirement for stored health information that is 
not encrypted or otherwise made indecipherable, as well 
as increasing penalties for violations. Id. Until this law 
was passed, only two of the 46 states with data breach 
notification requirements included health information as 
a specified data type. Id.
7 Cal. Civ. Code § 1798.82.
8 Id. at §1798.82(e). 
9 “Medical information” means “any information regard-
ing an individual’s medical history, mental or physical 
condition, or medical treatment or diagnosis by a health-
care professional.” Id. at §1798.82 (f )(2).
10 “Health insurance information” means “an individual’s 
health insurance policy number or subscriber identifica-
tion number, any unique identifier used by a health 
insurer to identify the individual, or any information in 
an individual’s application and claims history, including 
any appeals records.” Id. at §1798.82 (f )(3).
11 Id. at §1798.82 (f )(1).
12 States with no security breach notification laws: Ala-
bama, Kentucky, New Mexico, and South Dakota. 
13 The law, which will take effect July 1, 2011, applies to 
the unauthorized acquisition of unencrypted electronic 
files, media, databases, or computerized data contain-
ing personal information of any Mississippi resident. 
See Miss. Code §75-24-29. The law contains a harm 
threshold specifying that notification is not required if 
it can be reasonably determined that the breach will not 
likely result in harm to affected individuals. Id. at ¶ 7. 
The statute on its face does not recognize a private cause 
of action. Id. at ¶ 8.
14 For a more comprehensive discussion on different state 
notification of breach statute see Canadian Internet Policy 
and Public Interest Clinic, Approaches to Security Breach 
Notification: A White Paper, 11-14 (2007), <http://www.
cippic.ca/uploads/BreachNotification_9jan07-print.pdf> 
(last accessed on May 2, 2011).
15 N.Y. Gen. Bus. Law § 899-aa(1)(a) (2005). 
16 Id. at § 899-aa(1)(b).
17 See Global Practices — Consumer Protection and Data 
Breach Notification, Nov. 14, 2007, <http://apps.americanbar.
org/buslaw/newsletter/0067/materials/pp2.pdf at 14> 
(last accessed May 7, 2011).
18 N.Y. Gen. Bus. Law § 899-aa(8)(a).
19 Samuelson Law, Technology & Public Policy Clinic, 

“Security Breach Notification Laws: Views from Chief Secu-
rity Officers.” Technical report, University of California, 
Berkeley, December 2007, <http://www.law.berkeley.edu/
files/cso_study.pdf> (last accessed May 7, 2011).
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HITECH requires HIPAA to undergo 
extensive remodeling in several of its pri-
mary regulations: 1) revised Privacy Rule3 
and Security Rule4 provisions; 2) revised 
Enforcement Rule Provisions5; and 3) an 
added Breach Notification rule.6 Although 
HITECH drew a general sketch for how 
these features will apply to Covered Entities 
and those persons or businesses performing 
services on their behalf (“Business Associ-
ates”), the Department of Health and Hu-
man Services (DHHS) is scheduled to fur-
ther structure and define these new aspects 
of HIPAA. DHHS has yet to publish its 
final rule, but a proposed rule published in 
July 2010 provides a few hints as to what we 
can expect in the final HIPAA regulations. 

1. Compliance Date. DHHS recognized 
that compliance with the HITECH statu-
tory provisions would be difficult until after 
the final rule establishes the revised HIPAA 

regulations. As a solution, DHHS has pro-
posed that Covered Entities and Business 
Associates will have 180 days after the effec-
tive date of the final HIPAA rule to bring 
their business practices in compliance. Fur-
ther, DHHS has proposed that all future 
changes to HIPAA will follow this pattern 
— compliance necessary 180 days after the 
effective date of any final rule. 

2. Expansion of the Definition of 
Business Associate. The Proposed Rule 
includes several additions to the definition 
of Business Associate. These additions include 
certain Patient Safety Organizations, Health 
Information Organizations, E-Prescribing 
Gateways and any subcontractors of other-
wise defined Business Associates. Of these, 
the addition of Business Associates’ subcon-
tractors presents a marked change. Under 
the Proposed Rule, Business Associates have 
the burden to ensure appropriate business 

associates agreements are in place with any 
person or entity acting on behalf of the Busi-
ness Associate with respect to the Covered 
Entity’s PHI, other than in a capacity as a 
member of the Business Associate’s work-
force. DHHS has explained that this defini-
tion encompasses any “agent” of a Business 
Associate, whether or not that agent has 
entered into a business associate agreement 
with the Business Associate. 

3. Liability for Agents. Under the cur-
rent HIPAA regulations, a Covered Entity 
may be liable for the acts or omissions of 
its agents; however, no liability will attach 
where there is a proper business associate 
contract in place, and the Covered Entity 
did not know of a pattern of the agent’s 
violation of the agreement or the HIPAA 
regulations. The Proposed Rule essentially 
deletes this exception and renders the Cov-
ered Entity liable for the actions of its agents, 

Over the past several years, the Health Insurance Portability and Accountability Act of 1996 (HIPAA)1 has been one of the most 
significant mediums by which federal law governs how healthcare providers, health plans and healthcare clearinghouses (“Covered Enti-
ties”) use and disclose individually identifiable health information (known as “protected health information” or “PHI”). In 2009, the 
Health Information and Technology for Economic and Clinical Health Act (HITECH), a component of the American Recovery and 
Reinvestment Act of 2009,2 reconfigured key components of HIPAA, such that the original law has acquired several new features. 
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including workforce members or subcon-
tractors, who act within the scope of their 
agency and violate HIPAA by failing to per-
form an obligation on the Covered Entity’s 
behalf. Furthermore, the Proposed Rule 
adds a provision that includes Business As-
sociates’ liability for their agents as well and 
in the same manner as liability extends for 
Covered Entities on behalf of their agents. 

4. Transition Provision for Business 
Associates Agreements. DHHS stated 
in the Proposed Rule that it recognizes that 
Covered Entities may be unduly burdened 
by the obligation to renegotiate their busi-
ness associates agreements in time to bring 
these in line with HITECH and the im-
pending HIPAA revisions, especially those 
agreements that are not scheduled to expire 
or renew until after the compliance period 
for the new HIPAA regulations has lapsed. 
For this reason, DHHS has proposed that 
all existing business associates agreements 
between Covered Entities and Business 

Associates and between Business Associates 
and their subcontractors may remain in 
place for a period up to one year after the 
compliance date of the final rule, so long as 
the existing contract complies with HIPAA 
and is not renewed or modified until after 
the compliance date. However, DHHS 
also specifically stated that this transition 
provision only applies to amending current 
business associates agreements — it does 
not apply to the obligation for all business 
associates to actually be in compliance as of 
the compliance date. 

The Proposed Rule makes several other 
significant changes to HIPAA, including 
expansion of many of the Security Rule’s 
provisions to Business Associates (and their 
subcontractors), and several key changes to 
the Privacy Rule such as new regulations 
governing ways in which Covered Entities 
may use PHI in their marketing, fundrais-
ing, and research; the rights of individuals 
with respect to their PHI; and the ways in 
which Covered Entities provide notice to in-

dividuals about uses and disclosures of PHI. 
When DHHS publishes the final rule, 

we will provide an in-depth analysis of the 
HIPAA revisions, along with a discussion of 
the practical effect for Covered Entities and 
Business Associates and what these groups 
can do to be prepared for the final compli-
ance date.

1 45 CFR Parts 160, 162, and 164.
2 Pub. L. 111-5 (Feb. 17, 2009).
3 45 CFR § 160, 164, Subparts A and E. The Privacy Rule 
deals with privacy standards for all protected electronic 
health information. 
4 45 CFR § 160, 164, Subparts A and C. The Security 
Rule deals with the security standards for electronic pro-
tected health information.
5 45 CFR § 160, Subparts C, D, and E.
6 45 CFR § 164, Subpart D. Certain changes are expected 
to have the greatest impact.
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Under the current HIPAA regulations, a Covered Entity may be liable for the 
acts or omissions of its agents; however, no liability will attach where there 
is a proper business associate contract in place, and the Covered Entity did 

not know of a pattern of the agent’s violation of the agreement or the HIPAA 
regulations. The Proposed Rule essentially deletes this exception. 
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